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CHAPTER I ─ INTRODUCTION 

Equipping the security management workforce with the skills required to carry 

out key risk management functions at sport and entertainment events and venues is a 

strategic concern for the U.S. government (Hall, Ward, Cunningham, & Marciani, 2008; 

Lipton, 2005).  The Presidential Policy Directive (PPD-21) for Critical Infrastructure 

Security and Resilience (2013) advances a national policy to strengthen the security and 

resilience of critical infrastructure.  PPD-21 identifies 16 critical infrastructure sectors 

that provide essential services that underpin American society, including the commercial 

facilities sector.  Sports venues and areas for public assembly, such as stadiums and 

arenas, are two of the designated subsectors of the commercial facilities sector, which 

means their secure operations are essential to national security, public health, and safety 

(U.S. Department of Homeland Security [DHS], 2017a).  The PPD-21 (2013) states, 

“Critical infrastructure owners and operators are uniquely positioned to manage risks to 

their individual operations and assets, and to determine effective strategies to make them 

more secure and resilient” (Introduction, para. 2).  To support the essential functions of 

risk assessment, threat identification and mitigation, and developing effective 

countermeasures to protect sport event venues from potential threats, the security 

management workforce must be prepared to respond and rapidly recover from all-hazard 

incidents.  Building resilience and achieving the objectives of PPD-21 requires certain 

cognitive capabilities to assist in the process of managing risks through prevention, 

protection, mitigation, response, and recovery (PPD-21, 2013). 

Spectator sporting events in the United States represent a growing segment of the 

national economy generating roughly USD 60.5 billion in 2014, and is expected to 
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generate USD 73.5 billion by 2019 (Forbes, 2015).  Due to the large numbers of 

attendees, as well as the public nature of spectator sports, a host of potential risks and 

threats are associated with sport stadiums and entertainment venues.  Traditionally, sport 

and event management mainly concentrated on crowd control issues and traffic 

management (U.S. Department of Justice [DOJ], 2007).  After the terrorist attacks on the 

World Trade Center in 2001 (known as 9/11), national security issues came to the 

foreground of the sport and entertainment industry requiring new protection measures to 

enhance domestic preparedness (U.S. DOJ, 2007).  Risk management for sports and 

events is now a central business aspect for venue and event owners and operators (Hall, 

Fos, Marciani, & Zhang, 2011).  The breadth of the security management discipline in the 

post-9/11 era has expanded from general life safety measures to include defined risk 

reduction strategies, all-hazard emergency planning, and incident response (Baker, 

Connaughton, Zhang, & Spengler, 2007).  The potential consequences of an emergency 

incident at a sports event could result in mass causalities and destruction of property, 

buildings, and infrastructure (Hall, Marciani, & Cooper, 2008).  These types of crisis can 

displace public trust, which can negatively affect future attendance at events, 

subsequently deceasing ticket sales and other revenue streams in tourism and hospitality 

services (Sauter & Carafano, 2005).  The financial costs would be devastating not only to 

the sports organization, but could also have long-term consequences for the multi-billion 

dollar sports and entertainment industry (Sauter & Carafano, 2005).  

Assessing, managing, and reducing risk by developing effective countermeasures 

for venue and event protection requires specialized knowledge and skill on behalf of 

supervisory-level security management professionals (Abbott & Geddie, 2001).  The 
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National Center for Spectator Sports Safety and Security (NCS4; 2016), describes current 

sport and event security professionals as those who (a) serve in a command capacity, (b) 

create security plans and procedures, (c) perform risk and threat assessments, (d) direct 

event operations and supervise middle management and general staff, as well as vendors 

and third-party contractors, (e) coordinate with public safety agencies, (f) design security 

systems and processes, and (g) oversee security-related executive services within their 

organization.  Supervisory-level security-management professionals in the sports and 

entertainment industry, therefore, exercise authority over all-aspects of event security 

planning and operations.  As posited by Hall, Cooper, Marciani, and McGee (2012), 

security planning requires an all-hazards approach to identifying risks and threats, 

assessing vulnerabilities, and analyzing potential impacts.  The discipline created by the 

planning process emphasizes a myriad of safety and security related fields including, 

Emergency Management, Risk Management, Facilities Management, Law Enforcement, 

Public Safety (i.e. Fire, Hazardous Materials [HAZMAT]), and Emergency Medical 

Services (Hall et al., 2012).  With an increased need for risk management and security 

planning at sports and entertainment events comes an increased need for competent 

supervisory-level security management professionals.  Identifying core competencies for 

the security management workforce supporting the commercial facilities sector can 

contribute to the development of flexible learning programs designed to prepare 

individuals for work in a rapidly evolving, multidisciplinary profession. 

Traditionally, the practice and scholarship associated with human resource 

development (HRD) was not part of the strategic functioning of an organization (Wooten 

& James, 2008).  Although scholars define HRD in the literature as the integrated use of 
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employee training, education, and development to improve individual, team, and 

organizational performance (Torraco, 2005), the notion of human resources as a strategic 

asset, with the potential to produce value, is a novel concept where performance is 

traditionally viewed and measured at a micro level (Becker & Huselid, 2006).  Viewing 

knowledge as a key resource of an organization represents a change in perspective, which 

is cause to consider the strategic value of investments in human capital.  Currently, no 

baseline competency standards exist for security management professionals working in 

the commercial facilities sector though training is an essential part of employee 

development (D. DeLorenzi, personal communication, September 2017).  Considering 

the importance of training (Hall, 2010), it is advantageous for individuals and employers 

(organizations) to increase their human capital by making informed decisions about 

education, training, and career development (Wei, Lee, & Groves, 2015).  Even more 

critical, as claimed by Wooten and James (2008), is to “include activities associated with 

HRD into the strategic objectives of the organization” (p. 21).  Previous research 

postulates an expectation that sport and event security management professionals possess 

the requisite knowledge and skill to develop and coordinate security plans, operations, 

and risk mitigation strategies (Hall, 2010; Hall, Cieslack, Marciani, Cooper, & McGee, 

2010).  Limited research addresses competency requirements for the security 

management workforce in the sports and entertainment industry (Becton, 2013a; 

Cunningham, 2007; Miller, 2012) creating a gap in addressing the challenges of 

homeland security for the commercial facilities sector.  Therefore, exploring the 

competencies of supervisory-level security management professionals to establish 
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baseline-performance standards for developing training, education, and self-regulation 

within the profession is necessary (Case & Branch, 2003). 

This study identified a set of core competencies for supervisory-level sport and 

event security-management professionals.  For the purpose of this study, the terms 

security management professionals and security management workforce describe 

supervisory-level positions in the multi-disciplinary field of sport and event security 

management.  Additionally, the researcher uses the sports and entertainment industry and 

the commercial facilities sector interchangeably to refer to arenas, stadiums, outdoor 

events, and sport leagues and federations.  Providing a set of research-based 

competencies for the security management workforce may help organizations improve 

employee performance and increase organizational capabilities through HRD in order to 

achieve safety and security goals.  In doing so, sport organizations fulfill a legal 

obligation to protect spectators, officials and competitors, performers, employees, the 

community, and the environment at the highest degree possible, which may reduce 

exposure to civil or criminal liability.  Chapter I of this study begins with the challenge 

that facility operators must consider to mitigate risk and increase organizational 

preparedness through competency and skill development in the form of the problem 

statement.  Chapter I includes the purpose of the study, the significance of the study, and 

the conceptual framework, which serves as the research guide for this qualitative study. 

Background of the Study 

Mitigating risk and accomplishing safety and security goals depends largely on 

skilled leadership.  The ASIS Foundation (formally known as the American Society for 

Industrial Security [ASIS]; 2014), an international organization for security professionals, 
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finds the following information gap continues to persist in the security and facility 

management profession: 

despite the critical and expanding role of today’s security professionals, to date 

there exists no agreed-upon, complete set of competencies utilized across all roles 

and levels of the security workforce; nor are there uniform educational guidelines 

for individuals to develop those competencies. (p. 2) 

The Enterprise Security Risks and Workforce Competencies report published by ASIS 

(ASIS Foundation, 2013) considers 22 critical competencies for security professionals.  

The competencies rated most important for the security workforce at-large include (a) 

decision making, (b) oral communication, (c) anticipatory thinking, (d) maximizing 

performance of others, (e) collaboration, (f) self-regulation, and (g) persuasive 

influencing (ASIS Foundation, 2013).  Although these competencies provide general 

guidance for the security workforce, the report does not consider the unique risks and 

challenges sport event security management professionals face in securing critical 

infrastructure and large mass gatherings of people.  Research by Gao, Sung, and Zhang 

(2011) suggests that one overriding factor that contributes to developing effective risk 

management is human capital and the subsequent capability to develop strategies, 

techniques, and systems to share and transfer risk management practices.  Given the lack 

of knowledge and skill requirements in the field of sport event security management (Wei 

et al., 2015) identified competencies can help organizations and individuals achieve 

desirable outcomes amidst adversity, strain, disruptions, and crises while managing 

ongoing risks (Vogus & Sutcliffe, 2007). 
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A press release issued by Secretary of the Department of Homeland Security, Jeh 

C. Johnson, in December 2015 claims that violent extremism continues to pose a global 

threat to high-profile sports and special events (U.S. DHS, 2015b).  Commercial facilities 

are particularly attractive to violent extremists because they are “soft targets” (U.S. DHS, 

2008).  The term soft targets refer to venues vulnerable to adversarial attacks with a 

potential for high casualties and a delayed or limited security response (U.S. DHS, 2011).  

Sports and entertainment events are demonstrably soft targets for acts of terrorism as 

evidenced by recent attacks, including the following: 

• In 2017, a single active shooter opens fire on crowds gathered at a 

country music festival from his hotel room on the Las Vegas strip killing 

59 and contributing to the injuries of nearly 500 (Bui, Zapotosky, Barrett, 

& Berman, 2017). 

• In 2017, a suicide bomber targets crowds exiting Manchester Arena after 

an Ariana Grande concert killing 22 people and injuring dozens more 

(BBC News, 2017). 

• A total of 130 people are killed in a series of coordinated terrorist attacks 

across Paris in November 2015, including an assault on the Stade de 

France during an international soccer match where suicide bombers 

detonated explosive vests outside the stadium killing three people (BBC 

News, 2015). 

• At the 2013 Boston Marathon, two homemade bombs explode near the 

course finish line killing three people and injuring more than 250 

participants and spectators (USA Today, 2013).   
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These horrific attacks on sport and entertainment events, in addition to other terrorist-

inspired violent incidents across the world, indicate that terrorist activity continues to 

pose a real threat to public spaces where people gather.  The foreseeable threat of 

terrorism has legal implications and risk management challenges for stadium owners and 

operators (Baker et al., 2007).  These incidents serve as a terrible reminder that violent 

extremists are constantly seeking targets that capture public attention, exhaust resources, 

and overwhelm emergency response teams (G4S Risk Consulting, 2016). 

The issue of security at high-profile sport and entertainment events is more 

significant than in previous decades.  As such, securing major sports events has become a 

more challenging and long-term issue.  Researchers Hall, Cieslak, et al. (2010), identified 

a list of minimum standards essentially needed to begin the process of securing sport and 

entertainment venues.  Minimum standards include 33 baseline protective security 

measures in six categories: (a) Physical Security, (b) Technical Security, (c) Access 

Control, (d) Emergency Management, (e) Training and Exercise, and (f) Weapons of 

Mass Destruction.  To implement protective measures and maximize efficiency, the 

security management workforce needs specialized education and training (Hall, 2010; 

Hall et al., 2008).  Based on prior research, training curriculum objectives for security 

management professionals should include the following components: 

1. Risk, threat, and vulnerability assessment methodologies, including 

terrorism and weapons of mass destruction, natural disasters, and crowd 

management issues (Hall, 2006); 

2. Emergency planning, preparedness, response and recovery via 

operational planning procedures consistent with the National Response 
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Framework, National Incident Management System and applicable laws 

and regulations set forth by the Department of Homeland Security (Hall 

et al., 2010); 

3. Crisis management capabilities to prevent harmful occurrences, reduce 

injuries or loss of life, and mitigate significant property damage and 

facility assets; (Cunningham, 2007) and, 

4. Multiagency coordination and communication, including common 

terminology, span of control, chain of command, and information and 

intelligence management (U.S. DOJ, 2007). 

The aforementioned curriculum objectives provide general guidance on the knowledge 

and skills sport event security management professionals should acquire to carry out 

certain protective security measures.  However, these recommendations for training do 

not include core competency requirements for the individuals responsible for performing 

key security and risk management functions.  As posited by Hutchins and Wang (2008), a 

main goal for the security management workforce is to manage crises effectively by 

protecting and supporting critical infrastructure, key organizational stakeholders, and 

resources.  The goal of HRD is to develop the intellectual, emotional, and skill-based 

capabilities of people to perform various types of work within the greater context of 

organizational systems (Torraco, 2005).  Thus, there appears to be a connection between 

the disciplines of security management and HRD; a nexus receiving little attention by 

HRD researchers and practitioners (Hutchins & Wang, 2008).  As a result, “the role of 

HRD in supporting learning, change, and performance improvement in the process of 

managing crises” has yet to be explored, therefore “limiting opportunities for researchers 
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to understand how HRD-based interventions might be used to support organizational 

crisis management efforts” (Hutchins & Wang, 2008, p. 331). 

To develop core competencies among current and future security management 

professionals, training and education programs are both necessary and important to 

achieve a level of performance acceptable to overall security efforts (Hall, 2010; Hall, 

Ward, et al., 2008).  In 2015, the U.S. DHS Interagency Security Committee published a 

white paper on PPD-21 implementation, which called for recommendations on training 

programs that “capture the processes and requirements articulated in PPD-21” (U.S. 

DHS, 2015a, p. 5).  Without information on the competencies that contribute to 

successful job performance, the government and sport organizations responsible for 

securing critical infrastructure in the commercial facilities sector are ill equipped to make 

decisions on effective security training programs.  Understanding the competencies that 

support successful job performance can help to create a strategic framework for 

workforce development that enables sport event security management professionals to 

accomplish the objectives of PPD-21. 

Statement of Problem 

Given the environment of constant change in today’s globalized economy, 

notwithstanding the shifting safety and security landscape, sport organizations must 

recognize the risk of complacency and develop new approaches to manage risk and 

minimize uncertainty stemming from different sources (Grote, 2007).  To effectively 

mitigate risk and increase organizational preparedness, commercial facility owners and 

operators must continuously analyze, assess, and advance a human capital development 

strategy to enhance the capabilities of their security workforce (U.S. DHS, 2015a). Some 



 

11 

researchers propose that human resource practices significantly influence organizational 

effectiveness in sport facility operations and risk management (Schwarz, Hall, & Shibli, 

2015).  Currently, no set of research-based competencies exists for supervisory-level 

professionals responsible for safety and security planning and operations at sport and 

entertainment venues (ASIS, 2014).  Without a framework to develop core competencies 

among key leaders, sport and event security management professionals and their hiring 

organizations may face devastating financial losses (Schwarz et al., 2015) resulting from 

the potential that sports and events possess for personal harm such as injury, legal 

liability from negligence cases, and other costs (including goodwill) associated with 

safety and security shortcomings (Abbott & Geddie, 2001).  Providing a set of research-

based competencies for effective sport and event security management is critical in 

assisting sport leagues, teams, and venue and event management organizations (i.e. 

American Capital [SMG], Anschutz Entertainment Group [AEG], and Global Spectrum), 

in developing human resource capabilities and making reasonable efforts to protect 

people, property, and information.   

Purpose Statement 

The purpose of this study is to identify core competencies for supervisory-level 

security management professionals working in the commercial facilities sector who are 

tasked with helping to detect, deter, prevent, and respond to potential risks and threats at 

sport and entertainment venues.  In most organizations, decisions require pooled talent as 

the greater amount of knowledge helps reach the best solution (Schwarz et al., 2015).  

This study develops a set of research-based core competencies for sport and event 

security professionals considering the interdependence of law enforcement, security 
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operations, and emergency services (fire, EMS, and public works) personnel in group 

decision-making.  This study does not assume or suggest a specific use for the resulting 

competency model, although it considers training and development (T&D) as a potential 

means of applying this research in the security management discipline.   

Significance of the Study 

The benefit of establishing core competencies for security management 

professionals is consistency among sport organizations (professional, collegiate, high 

school, amateur, etc.).  Other benefits may include the development of specialized 

training curriculums in sport event security management, formalized learning systems, 

and operations-based exercises to validate plans and polices, clarify roles, and identify 

resource gaps in security operations.  The combination of these benefits provides a 

foundation for HRD to improve performance and mitigate risk by means of knowledge 

and skill acquisition and its strategic application. The results of this study may provide 

guidance on HRD strategies in performance management, training design, talent 

development, and career planning.  These findings should provide organizations and 

academics with information to create T&D programs in security management, and help 

integrate the strategic application of HRD in other risk mitigation efforts. 

Organizations that intend to take a serious approach to risk management must 

provide a significant investment in human capital (Lalonde & Boiral, 2012).  Some sport 

associations, such as the National Collegiate Athletic Association (NCAA), have 

developed Host Operations Manuals for Division I and II football championships and 

Best Practices in Venue Safety and Security for other high-profile intercollegiate athletic 

events.  Professional sports leagues have made strides in standardizing risk management 
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policies and procedures through the development of resource guides, such as the NBA’s 

Arena Security Standards and MLB’s Best Stadium Operating Practices.  Still, neither 

the NCAA nor professional sport leagues have developed uniform educational guidelines 

for any level of security management practitioners, including top-tier professionals who 

ultimately hold responsibility for the safety and security operations of their venues and 

events.   

Research Objectives 

 Research objectives outline the goals of the study.  The primary research question 

is what are the core competencies of supervisory-level security management 

professionals who work in the commercial facilities sector?  In support of the primary 

research question, this study has the following research objectives (RO): 

RO1 — Describe the professional profile of participants (i.e. position title, 

years of experience, education, age, gender, current sector of 

employment, and industry segment). 

RO2 — Identify the competency requirements for supervisory-level security 

management professionals in the commercial facilities sector. 

RO3 — Identify core themes in participant response data and create 

competency clusters comprised of key knowledge, skills, and 

abilities. 

RO4 — Rank the knowledge, skills, and abilities within each competency 

cluster based on importance and frequency.  
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Conceptual Framework 

A conceptual framework is a logical structure that illustrates the relationship 

between key theoretical principles and concepts that support and guide the research plan 

(Grant & Osanloo, 2014).  The conceptual framework of this study illustrates the process 

of developing expertise through the identification of competencies and the application of 

strategic HRD in order to leverage human capital and mitigate risk.  The conceptual 

framework shows the theoretical foundations that support the process of improving 

human performance within the field of security management and the drivers that 

influence the trajectory of the organization’s HRD strategy.  Other disciplines that 

contribute to the practical application of strategic human resource development in the 

workplace include risk management (Hutchins & Wang, 2008) and performance 

management (Van Tiem, Moseley, & Dessinger, 2012).  The conceptual framework 

(Figure 1) further illustrates the intent of this study to identify competencies that align 

with HRD strategies for the purpose of mitigating risk and improving human 

performance thereby enhancing the security posture of sport organizations through a 

competency-based HRD strategy.   
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Figure 1. Conceptual Framework. 

This study will identify core competency requirements for security management 

professionals working in the commercial facilities sector.  These competencies derive 

from the risks, threats, and vulnerabilities that may expose sport and entertainment 

venues to potential crisis or to legal liability.  Through the strategic application of HRD, 

core competencies for the security management workforce should enhance individual and 

organizational performance (Van Tiem et al., 2012).  By embedding HRD in 

organizational systems designed to develop competencies and improve work-related 

abilities, the security management workforce can improve organizational effectiveness in 

risk management (Swanson & Holton, 2009).  The resulting competency model may 

provide general guidance for the development of T&D and other learning programs that 

focus on improving performance.   

Limitations 

The purpose of discussing study limitations is to address potential gaps in the 

study’s design, instrumentation, research bias, and study population (Creswell, 2009).  
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This study explores competencies for effective supervisory-level security professionals in 

the commercial facilities sector, which limits the generalizability to other populations.  

Research findings are generalizable when data gathered from one study is “useable and 

communicable” to other, future research in terms of “iterative conceptualization and 

analysis” (Huberman & Miles, 2002, p. xii).  This study has the potential to establish 

baseline competency requirements for the security management workforce by identifying 

core competencies for the strategic application of HRD, including T&D. 

Delimitations 

 Delimitations are boundaries set for the study based on choices made by the 

researcher (Roberts, 2010).  The researcher utilizes the Delphi technique to elicit 

information from a panel of 36 security management professionals working within the 

commercial facilities sector, which is comprised of law enforcement, emergency 

management, security operations, and venue management officials.  Participants of the 

current study must meet specific criteria.  To qualify for participation in this study, 

security management professionals must possess at least five years of experience in their 

domain of expertise (Benner, 1982).  The researcher uses a relatively small, non-random 

sample of participants who have experience and expertise in the sport and event security 

management discipline, and who apply their knowledge to address the research problem 

based on specific criteria (Hasson et al., 2000).  These boundaries are established to 

increase the credibility of results, as the participants are representative of their profession 

and are not likely to be challenged as experts in the field (Fink, Chassin, & Brook, 1984).  

This study limits the population to a defined constituency of current supervisory-level 

security management professionals in the United States. 
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Assumptions 

In qualitative research, assumptions are set out to explicate particular assumptions 

about the phenomenon being studied (Shadish, Cook, & Campbell, 2002).  As posited by 

Leedy and Ormrod (2014), assumptions are basic beliefs about the study that enable the 

researcher to answer the research questions.  This study holds the following assumptions: 

1. The sample is representative of the current security management workforce. 

2. The participants were truthful in their responses. 

3. The participants possess the necessary knowledge to comprehend all the 

statements in the Delphi questionnaire. 

4. The security management competencies are similar among all groups that 

made up the research sample. 

Definition of Terms 

Defining relevant terms used in this study provides clarity for the reader.  Several 

key terms in this study have numerous definitions in the literature.  For the purposes of 

this research, the following definitions are used. 

1. Human Capital — The collection of one’s knowledge, skills, and 

abilities in order to produce economic value (Becker, 1993). 

2. Human Resource Development — “The process of developing and 

unleashing human expertise through organization development and 

personnel training and development for the purpose of improving 

performance” (Swanson, 1995, p. 208). 

3. Competencies — The knowledge, skills, and abilities that allow one to 

perform a task (Boyatzis, 1982). 
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4. Organizational Development — Organizational development unleashes 

human expertise for the purpose of improving performance (Swanson & 

Holton, 2009). 

5. Performance Improvement — Performance improvement integrates 

economic, psychology, and systems theories into unified thinking and 

action that intersects with development efforts at organizational, process 

and individual levels of performance (Swanson, 1999). 

6. Sport and Event Security Management — An all-hazards risk 

management approach for sport and event organizations protecting 

physical and human assets against potential threats and vulnerabilities 

(Hall et al., 2012). 

7. Training — “An educational, informative, skill-development process 

that brings about anticipated performance through a change in 

comprehension and behavior” (Sennewald, 2003, p. 97). 

8. Training and Development — Training and development focuses on 

educational practices designed to generate the human expertise needed 

to improve performance (Swanson & Holton, 2009). 

9. Risk — “The potential for an unwanted outcome resulting from an 

incident, event, or occurrence, as determined by its likelihood and the 

associated consequences” (U.S. DHS Risk Lexicon, 2010, p. 27). 

10. Risk Assessment — “A process which collects information and assigns 

values to risks for the purpose of informing priorities, developing or 
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comparing courses of action, and informing decision making” (U.S. 

DHS Risk Lexicon, 2010, p. 28). 

11. Risk Mitigation — “The application of measures to reduce the likelihood 

of an unwanted occurrence and/or its consequences” (U.S. DHS Risk 

Lexicon, 2010, p. 31). 

12. Risk Management — “A process for identifying, analyzing and 

communicating risk and mitigating, accepting, transferring or controlling 

it to an acceptable level considering associated costs and benefits of any 

actions taken” (U.S. DHS Risk Lexicon, 2010, p. 30). 

13. Threat — “A product of intention and capability of an adversary to take 

action which would be detrimental to an asset” (Schwarz et al., 2015, p. 

184). 

14. Vulnerability — “An exploitable security weakness or deficiency that 

may expose a facility to a threat and eventual loss” (Schwarz et al., 

2015, p. 186). 

15. Workforce Development — A field of study and practice that includes—

but is not limited to—training, professional development, economic 

development, and organizational development (Becker, 1993).   

Summary 

Sports and special events are part of American culture and represent a growing 

segment of the national economy (Lipton, 2005).  The large number of people in 

attendance, as well as the public nature of these events, consequently draws a myriad of 

risks and threats that have the potential to negatively impact attendees, venues, and the 
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economy associated with spectator sports and entertainment events.  Existing research in 

the field has addressed a lack of competency standards (ASIS, 2014) and training and 

education for safety and security practitioners with respect to prevention, preparation, 

response and recovery (Hall, 2010; Hall et al., 2010).  These key elements, outlined in 

PPD-21 remain vital to national security in the commercial facilities sector, which 

includes sport stadiums and entertainment venues.   

Investments in human capital offer organizations an alternative approach to 

mitigating risk through strategic HRD (Gao et al., 2011).  Identifying competency 

requirements for supervisory-level security professionals who are charged with assessing 

and managing risk, as well as developing and implementing security policies and 

procedures at sports and entertainment venues, provides practitioners and organizations 

with information that can support learning, change, and performance improvement.  

Human capital investments aimed at developing core competencies among security 

management professionals may provide legal defensibility in potential litigation resulting 

from vicarious liability and negligence in employment.  Even though HRD-related 

activities support individual, process, and organizational performance improvement (Van 

Tiem et al., 2012), scant literature explores the role of HRD in effectively managing risk.  

Nevertheless, an organization’s ability to align and strategically apply HRD systems to its 

strategic objectives contributes to organizational success (James & Wooten, 2008).  

Therefore, to keep abreast of current trends in emergency preparedness, risk 

management, and incident response, organizational leaders must find ways to improve 

workforce capabilities through knowledge and skill development.  
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 Chapter II continues with a review of the literature to discuss the foundations of 

risk management and threat and vulnerability assessments.  The concepts of liability and 

duty of care as they relate to sport and entertainment venue operations are reviewed.  

Chapter II defines the security management workforce and assesses current approaches to 

T&D.  The next chapter presents a theoretical framework for the study, which explores 

the relationship between human capital theory, HRD, performance improvement, and 

organizational theory.  Lastly, Chapter II reviews literature on the development of 

competency models and discusses previous competency-based research in security 

management.  Chapter III describes the research methods used in obtaining data for the 

study.
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CHAPTER II ─ REVIEW OF LITERATURE 

The purpose of this study is to identify core competencies for the security 

management workforce working in the commercial facilities sector.  This chapter 

provides a review of relevant literature supporting the conceptual framework of the study.  

First, this chapter discusses the functional concepts of risk assessment, management, and 

threat identification and explores the importance of liability and duty of care in sport and 

entertainment event operations.  Next, the chapter examines the threat of terrorism and 

other implications for securing sport and entertainment events.  This chapter defines the 

security management workforce and discusses current approaches to workforce T&D.  

Human capital theory, HRD theory, and performance improvement theory are the 

foundation of this study.  Chapter II investigates how these concepts contribute to the 

development of a core competency model in the multi-disciplinary field of security 

management. 

The Resurgence of Risk Management Practices 

In the decade following the coordinated September 11, 2001 terrorist attacks on 

the World Trade Center in New York City and the Pentagon in Washington, DC, the U.S. 

government issued a series of Homeland Security Presidential Directives (HSPD) that 

focused on strengthening the security and resilience of the nation through systematic 

preparation.  Within HSPD-5, the six-part National Preparedness System outlines 

preparedness activities, which include the foundational components of identifying and 

assessing risk (U.S. DHS, 2003a).  Since 2001, DHS has spent millions of dollars 

investing in risk assessments and management practices to inform response capabilities to 

various types of all-hazards incidents (U.S. Government Accountability Office [GAO], 
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2012).  Prior to the 2001 attacks on the World Trade Center, known as 9/11, the 

assessment and management of risk mostly focused on weather, crowd, and traffic related 

issues (U.S. DOJ, 2007).  Risk is defined as “the potential for an unwanted outcome 

resulting from an incident, event, or occurrence, as determined by its likelihood and the 

associated consequences” (U.S. DHS Risk Lexicon, 2010).  The process of identifying 

and assessing risk involves collecting and analyzing data on existing threats, potential 

threats, and vulnerabilities to make determinations about capabilities and requirements 

related to protection, prevention, mitigation, response, and recovery (FEMA, 2017).  

Commonly referred to as a risk assessment, sport event security managers are responsible 

for identifying potential threats at their venue and in the surrounding community (U.S. 

DHS, 2008). 

The assessment and management of risk underlies the unified approach to 

homeland security.  A sport event venue, whether it is a stadium or arena, open area, or 

course is considered a high value terrorist target because of the potential for mass 

casualties, economic damage, and psychological impact (U.S. DHS, 2008).  Sport and 

event security management professionals must be aware of risk management 

methodologies to continually assess threats, identify vulnerabilities, and minimize 

consequences through the implementation of risk reduction strategies.  It is a common 

and accepted precept that conducting risk assessments is an essential part of a security 

practitioner’s responsibilities (ASIS, 2003).  According to the ASIS General Security 

Risk Assessment Guideline (2003), the key elements of a risk assessment are as follows: 

1. Understand your organization and identify the people and assets at risk. 

2. Specify loss risk events/vulnerabilities. 
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3. Establish the probability of loss risk and frequency of events. 

4. Determine the impact of the events. 

5. Develop options to mitigate risks. 

6. Study the feasibility of implementation of options. 

7. Perform a cost-benefit analysis. 

Management cannot eliminate risk from the environment, but through careful 

planning and preparation, they can minimize its impact.  Risk management is defined as 

“the process of identifying, analyzing, assessing, and communicating risk and mitigating, 

accepting, transferring, or controlling risk to an acceptable level considering associated 

costs and benefits of any actions taken” (U.S. DHS Risk Lexicon, 2010, p. 42).  Stated 

differently, risk management is the deliberate process of understanding risk and thereby 

improving the quality of decision-making (U.S. DHS, 2011a).  The risk management 

process is an integral system of operational planning which should take place prior to any 

major event (U.S. DHS, 2011b).  Expertise in developing, reviewing, testing, and 

updating risk management strategies, security procedures, and emergency response plans 

is necessary to ensure risk management processes are completed appropriately (U.S. 

DHS, 2011a).  The DHS and FEMA developed training curriculums (Appendix A) and 

published numerous guidebooks and checklists to support the practice of risk 

management and security planning, albeit these resources do not establish any formal 

requirements or standards for sports and entertainment venues within the commercial 

facilities sector.   

Potential threats drive the level of risk posed to a sport and entertainment event.  

According to Schwarz, Hall, and Shibli (2015), “A threat is the product of intension and 
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capability of an adversary to take action which would be detrimental to an asset” (p. 184).  

The most relevant threats to sport facilities and events include terrorism, spectator-related 

violence or hooliganism, crowd control, crime (such as vandalism, theft, and fraud), 

logistical failure, and inclement weather (Schwarz et al., 2015).  The level of risk 

associated with a potential threat may depend on uncertainty, catastrophic potential, and 

controllability (Slovic, 2001); however, risk is also dependent upon other factors 

including, but not limited to geography, venue use, event type, and tolerance (U.S. DHS 

2011b).  Conducting a threat assessment helps to classify threats and identify 

vulnerabilities at the venue and in the surrounding community that could result in 

eventual loss (Schwarz et al., 2015).  Evaluating the potential for loss from a threat 

determines the course of action to reduce, reassign, transfer, or accept the risk.  Security 

management professionals in the commercial facilities sector understand the value of risk 

management practices, but need training in risk evaluation and management practices to 

reduce legal expose, prevent loss and minimize damages, protect facility assets, and 

ensure business continuity (Schwarz et al., 2015).  Effective risk management not only 

includes implementing plans and policies to reduce risk and prevent financial loss, but 

must also adhere to government regulatory compliance processes to avoid liability 

exposure (Mitchell, Ray, & Van Ark, 2016).  The next section discusses common legal 

and regulatory issues that influence sport and entertainment venue operators’ decisions 

about risk management practices. 

Understanding Liability and Duty of Care 

In the United States, the standard of care that facility operators must exert when 

providing security at their venues is increasing, leading to the possibility of liability 
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following an emergency incident (Marciani, Hall, & Finch, 2009).  Multiple deaths and 

injuries at large public events have occurred consistently and over a wide spectrum of 

countries and types of events (FEMA, 2015).  Venue management personnel can 

significantly reduce liability exposure by effectively managing risks and assessing 

vulnerabilities that may cause harm or lead to injuries (Schwarz et al., 2015).  Legal 

issues related to event security management include inadequate security staffing, training, 

negligent employment practices, and other procedural issues such as handling 

disturbances, ejections, and arrests.  According to Katzenberg (1996), monitoring crowd 

behavior is one of the most critical aspects of event management because people 

represent the costliest potential liability among the various spectator sports.  Currently, 

little legislation exists to mandate that sport and event venue owners and operators 

enforce minimum safety and security standards (Chen, 2009).  However, trade 

organizations such as the National Fire Protection Association (NFPA) have established 

consensus-based standards and codes for voluntary usage by facilities, which many local 

and state governments adopt.  For example, NFPA 101 codes (20.1.5.6.1 and 20.1.5.6.2) 

require a minimum of one trained crowd manager or supervisor be provided for every 

250 occupants, and that the crowd manager(s) receive approved training in crowd 

management techniques (NFPA, 2015).  Notwithstanding government use of voluntary 

consensus standards developed by independent public service organizations like the 

NFPA, standardization in safety and security policies and procedures, such as conducting 

mass searches of people and their belongings, are traditionally driven by common law 

precedent (Claussen, 2007). 
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Creating safety and security policies and procedures to reduce risk and mitigate 

potential liability at sport and entertainment events is the responsibility of venue 

management, namely security and public safety department leaders (Marciani et al., 

2009; Schwarz et al., 2015).  All major sport leagues (MLB, MLS, NBA, NHL, NFL, and 

NASCAR) mandate certain safety and security rules and procedures accepted as ‘best 

practices,’ although these protective measures still vary from league to league and from 

venue to venue (Hall, et al., 2011).  Ultimately, sport and entertainment venue owners are 

responsible for providing a safe event environment and for making reasonable efforts to 

protect spectators from injury or harm (Katzenburg, 1996).  According to Ammon, 

Southall, and Blair (2004), facility managers can reduce risk through staff training, 

preventative maintenance, and development of a risk management plan or standard 

operating procedures (SOPs).  Establishing SOPs for all-hazards provides specific 

instructions on the appropriate course of action for a variety of different situations which, 

when implemented accurately and routinely, can be helpful in cases of litigation (Farmer, 

Mulroonery, & Ammon, 1996).   

Tavella (2010) contends that while most spectators are aware of the risk of injury 

in attending these events, it is less likely that spectators consider and analyze all the 

potential risks associated with attending a live sporting event.  Claims brought by injured 

sports spectators most often fall under traditional negligence principles (Tavella, 2010).  

However, courts have differed with respect to what duty of care (level of protection) the 

venue owner or operator owes to spectators (Tavella, 2010).  According to research by 

Katzenburg (1996), the duty of care principle is the responsibility of a person or 

organization to provide reasonable care to protect spectators from foreseeable injuries.  
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Stadium owners and operators often cite the assumption of risk doctrine as a plausible 

defense in negligence cases brought about by injured spectators (Katzenburg, 1996).  

With assumption of risk, a person assumes common risks that are inherent to the nature 

of the sport and generally arise from the activity, such as a foul ball hitting an attendee 

during a baseball game (Katzenburg, 1996).  However, reasonable efforts to protect 

spectators, including proper fencing or netting to prevent foul balls from crowd seating 

areas, are important in liability claims cases.  Generally, spectators will not win cases 

where injuries result from ordinary and foreseeable risks inherent to the sport (Austill, 

2013); however, security management professionals must understand the principle of 

duty of care to ensure adequate protection in locations where the risk of injury is most 

likely. 

The public policy associated with the assumption of the risk doctrine is to 

encourage spectators to attend sporting events with the understanding that security 

management professionals make reasonable efforts to ensure fan safety.  As stated by 

Tavella (2010), 

Most fans would not want to go to sporting events where the fields are completely 

surrounded by protective netting obstructing the view of the field.  Even without 

consideration of the cost of such protection, it would certainly take away from the 

enjoyment of the game. (p. 188) 

Optimizing the fan experience is one facet of spectators’ perceptions about security and 

its impact on their enjoyment.  Thus, event organizers must take appropriate actions to 

satisfy spectators’ enjoyment, and to encourage repeat attendance, while not downgrading 



 

29 

security measures to the extent that they are risking safety and exposing themselves to 

liability (Taylor & Toohey, 2006). 

Implications for Securing Sports and Entertainment Events 

Compounding issues and problems surround the question of securing sport and 

entertainment events.  The most dangerous threat facing the sports and entertainment 

industry is terrorism and the acts of violence associated with terrorist activities (Taylor & 

Toohey, 2006).  Although the risk of terrorism at any one particular sport or event venue 

is particularly low, it has high impact in terms of the potential to cause mass casualties, 

damage to critical infrastructure, and significant financial loss (U.S. DHS, 2011).  Aside 

from terrorism, the security management workforce must plan and prepare for a myriad 

of possible emergency incidents including crowd management and crowd control, natural 

disasters or inclement weather, and civil disturbances.  Other implications that stem from 

these incidents include logistical or structural failure, communications failure, resource 

scarcity, or a lack of command and control.  Developing emergency response plans for 

each potential incident, or a combination thereof, is crucial to ensure that sport event 

security management professionals perform due diligence in risk prevention and 

mitigation.  

Terrorism and Sport Events 

Many service industries suffered because of terrorist attacks both in the United 

States and abroad (Goodrich, 2002), causing significant adverse consequences for event 

organizers (Lee & Taylor, 2005).  Specifically, sport events experienced immediate and 

long-term financial impacts.  Following 9/11, numerous athletes made public decisions 

not to travel to events and some national teams withdrew from international competitions, 
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which resulted in the cancellation or postponement of several major sport events (Taylor 

& Toohey, 2006).  These immediate effects dissipated over time; however, similar 

reactionary cycles persist in the aftermath of contemporary terrorist incidents (Pizam & 

Fleischer, 2002).  The concept of spectatorship and research into the motivations of event 

sport tourists started to gain more attention among scholars in the post-9/11 era (Taylor & 

Toohey, 2006).  Though not the focus of this study, previous sport tourism research 

considers the relationship between terrorism and the psychological motivations that 

influence the decision to travel and participate in or attend a sporting event in the 

aftermath of 9/11 (Goodrich, 2002; Hall, 2002; Oriol, 2004).  These studies reveal that 

terrorist actions or the perceived threat of terrorist activities may have an impact on the 

behavior of sport and event tourists (Taylor & Toohey, 2006). 

 Major sport venues and high profile events, such as the Super Bowl, Olympic 

Games, or World Cups are obvious potential targets for terrorism because of the 

magnitude of these events and the accompanying worldwide media coverage (Taylor & 

Toohey, 2006).  Recently, acting Secretary of Homeland Security, Elaine Duke, spoke to 

a group of venue managers about public event security and perceived dangers of 

terrorism, stating, 

The places where we gather—our stadiums and concert halls, our fairgrounds and 

convention centers—are living symbols of our free society.  Freedom of 

expression.  Freedom of assembly.  And freedom to cheer for whichever team we 

choose.  But recently, the world has watched in horror as these symbols of free 

society have come under attack….  As ISIS loses ground in Syria, terrorists 



 

31 

affiliated with—or inspired by—the group are bringing the battleground to our 

city streets.  (U.S. DHS Press Release, 2017, para. 2) 

U.S. government officials acknowledge that large public gatherings that celebrate popular 

American culture are potential targets of terrorism (U.S DHS, 2003b).  The size of the 

audience and the symbolic representation of values associated with the sport factor in to 

determining an events “terrorism capital” (Toohey & Taylor, 2006, p. 201).  Sport and 

event managers’ focus on security became a primary concern after the terrorist attacks on 

September 11, 2001.  According to Baklouti and Namsi (2013), “Other aspects, such as, 

organizational theory, sport marketing, sport facility management, sport law and policy, 

economics and finance, gender and diversity, have been classified less important, because 

they cannot stand in the absence of security” (para. 3).  Many researchers are now 

focusing on the link between sport and entertainment events and terrorism.  Atkinson and 

Young (2002) discern that sport and entertainment events are symbolic cultural 

representations of the philosophies of freedom, liberty, and economic expansion upheld 

by Western nations including countries like the United States.  Individual terrorists or 

terrorist organizations find these events suitable targets because they can be political 

weapons to not only threaten the physical safety of people, but to challenge the core 

ideologies that underpin democratic societies (Atkinson & Young, 2002).  

Giulianotti and Klauser (2010) posit that acts of terrorism have a direct impact on 

tourism and international standing which poses a heavy financial risk.  Prior to 9/11, 

security budgets for the Olympic Games typically fell below USD 200 million 

(Giulianotti & Klauser, 2010).  Post 9/11, security spending drastically increased in 

comparison with previous games: Salt Lake City Winter Games in 2002 (USD 310 
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million), Athens in 2004 (USD 1.5 billion), Turin Winter Games in 2006 (USD 1.4 

billion), Beijing 2008 (USD 6.5 billion), London 2012 (USD 2.2 billion), and Sochi 

Winter Games in 2014 (USD 3 billion; Atkinson & Young, 2002; Giulianotti & Klauser, 

2010; G4S, 2016).  Security budgets were cut by 30% for the Rio de Janerio Olympics, 

expected to hover around USD 200 million (Connors, 2016), until 30 private Israeli 

security companies stepped in with a USD 2.2 billion budget to help keep athletes and 

visitors safe from terrorism and other crime (Yizhar, 2016).  Additional emergency 

funding was allocated by the Brazilian government (USD 849 million) to pay for 

infrastructure and additional security personnel to deal with ongoing social unrest and 

community health risks from widespread outbreaks of the Zika virus (Soto, 2016). 

High-profile sporting events, including the Olympics, football tournaments, 

cricket matches, and road races, were targeted with varying degrees of impact and 

success since the 1972 Munich Olympic Games, when eleven Israeli athletes and officials 

were killed by "Black September" terrorists (Baklouti & Namsi, 2013).  Security at major 

sport events has significantly increased since the 1972 incident preventing a number of 

planned attacks at high-profile sporting events due to successful counter-terrorism 

operations (Hall, et al., 2011).  While any terrorist attack on a high-profile sporting event 

is sure to generate enormous publicity, terrorists realize that their objective for causing 

mass casualties and destruction can happen at any place with large gatherings of people.  

Over the years, terrorists have shot at the Sri Lankan cricket team, detonated a car bomb 

outside the Bernabau stadium during a football match, bombed the Boston Marathon, and 

machine-gunned the Togo football team bus (Galily, Yarchi, Tamir, & Samuel-Azran, 

2016).  In 2015, three suicide bombers struck outside the Stade de France, France’s 
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national stadium, killing three people during a coordinated attack in Paris, which 

ultimately left 130 dead and almost 400 injured (Galily et al., 2016).  More recently, a 

suicide bomber in the United Kingdom targeted spectators leaving Manchester Arena 

after a concert killing 22 spectators and injuring 120 (BBC News, 2017).  The most 

recent attack in the United States occurred in October 2017 when an active shooter 

targeted crowds gathered for an outdoor concert on the Las Vegas strip killing 59 people 

and contributing to the injuries of nearly 400. 

 The interplay between sport and entertainment events and terrorism throughout 

modern history has contributed to heightened security becoming standard procedure at 

high-profile sport and entertainment events.  Today, an asymmetric conflict exists, where 

simple and minimal resources on the part of terrorists are inflicting major damages (G4S, 

2016).  For example, vehicle-ramming attacks, a trending terrorist tactic requiring 

minimal training, skill, or preparation time are on the rise (U.S. DHS, 2016).  Vehicle 

ramming attacks have occurred in Berlin, Germany in 2016; Columbus, Ohio at The Ohio 

State University in 2016; Nice, France in 2016; Charlottesville, Virginia in 2017; and 

Barcelona and Cambrils, Spain in 2017, which reflect a change in terrorist tactics, in both 

chosen target and method (U.S. DHS, 2017b).  Thus, it is no longer necessary for violent 

extremists to gain access inside of venues when they can cause equal or greater 

destruction by targeting crowded public spaces, such as tailgating areas.  Tactics may 

include single active shooters, improvised explosive device (IED) attacks in various 

forms, or a coordinated attack as seen in Paris involving multiple gunmen and suicide 

bombers (U.S. DHS, 2017b).  Attention is turning to sophisticated methods of attack such 

as cyber-terrorism and weaponized drones (G4S, 2016). 
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Crowd Management 

Crowd management and crowd control are two distinct but interrelated concepts.  

The term crowd management is the process of organizing the movement of crowds—a 

crowd is a large number of persons gathered in a compact environment without order 

(Crowd, 2016).  Crowd control has more to do with the actions taken once a crowd 

becomes unruly or behaves in a dangerous manner.  The issue of crowd safety as it 

related to crowd management and its dynamics has significant importance in the sport 

and entertainment industry due to the large number of people who attend these events.  

Therefore, sport event security management professionals are responsible for designing 

effective evacuation (egress) strategies as part of their greater responsibilities in security 

management (Hall, et al., 2012).  Abbott and Geddie (2001) stress that security personnel 

should be knowledgeable and experienced in handling disputes among spectators, 

protecting from theft, and implementing emergency services.  According to Berlonghi 

(1994), a crowd management plan should involve consideration of several key factors: (a) 

crowd dynamics (mobility and human behavior), (b) crowd size (occupancy), (c) event 

type, (d) seating assignments, (e) transportation, (f) time, and (g) weather conditions.  

Berlonghi (1994) suggests performing a thorough risk analysis of crowd management 

plans and adequately training staff on procedures for effective crowd management and 

control. 

Crowd management procedures include developing plans, training employees, 

conducting scenario-based exercises, and collecting and analyzing data on crowd 

movement (Abbott & Geddie, 2001).  According to Still (2000), “the challenge exists in 

anticipating the problems that may occur during an emergency” (p. 9) and developing 
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plans to avert potential disasters such as overcrowding, panic stampedes, and crushing 

incidents.  Security managers must be aware of this unpredictability to diminish the 

possibility for control problems.  As described by Alghamdi (1992), crowd control 

involves decision-making processes, based information management systems that apply 

to the strategic allocation of human resources, technology, and equipment.  Crowd 

management plans, specifically evacuation plans, are often successful; as was the case in 

2015 when more than 60,000 concert goes were evacuated from Chicago’s largest music 

festival, Lollapalooza, due to impending severe weather (Swartz, 2015).  Historically 

however, crowd control issues, in many cases, resulted in mass injuries and fatalities 

(Still, 2000).  The most notorious example is the Hillsborough disaster in 1989. 

The Hillsborough disaster was one of the worst crowd management disasters in 

British football history, which resulted in the deaths of 96 people and over 400 injuries 

(Schwarz et al., 2010).  In April 1989, Hillsborough stadium hosted the FA Cup semifinal 

match between Liverpool FC and Nottingham Forest.  As 24,000 spectators approached 

the stadium gates from the west entrance, 10,000 of them then headed for the terrace 

entrances where seven turnstiles were stationed (Still, 2000).  The late arrival of fans 

contributed to crowd density issues (overcrowding) around the perimeter gates and 

turnstiles, and hence, crowd safety became unmanageable (Still, 2000).  To prevent 

crushing outside the stadium, police opened a series of gates (intended as exits) to 

expedite pedestrian flow into the stadium.  This action allowed an additional 2,000 

spectators into the terrace stands, situated behind the goal, which were already full.  The 

influx of people created a crushing incident, pinning fans against the fence that separated 

the stands from the playing field (Schwarz et al., 2010).   
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 According to Still (2000), “the crowd (movement) was fluid in nature exploiting 

the weakness of the management system.  As a result the crowd exploited the space and 

routes which were not appropriately managed” (pp. 29-30).  Hall et al. (2012), support 

this claim noting that police and stewards (ushers) were not present at the gate entrances 

to direct spectators away from areas filled to capacity, which contributed to the 

development of a bottleneck outside the stands.  Within the first six minutes of the match, 

police advised the referees to stop the match as people tried to climb the fence to escape 

the crushing (Hall, et al., 2012).  Many died from compressive asphyxia from the weight 

of the crowd pressure while standing against the fence before a crowd surge forced the 

fence to collapse causing a human stampede onto the playing field (Hall, Cooper et al., 

2012).  This emergency incident overwhelmed police, venue staff, and emergency 

medical services who were unable to transport injured fans to hospitals, partly due to 

police blockades that prevented responding ambulances from entering the stadium 

(Sawer, 2016).   

 The deaths that occurred at Hillsborough Stadium because of improper crowd 

management and crowd control procedures were ruled accidental at the end of the 

original 1991 inquest (Sawer, 2016).  In 2012, an independent reviewed the incident and 

determine what factors contributed to the deaths at the 1989 Football Association (FA) 

Challenge Cup semi-final.  Following the 2012 Hillsborough Independent Panel report, a 

new jury found that the commander chief superintendent of police, who was newly–

promoted and inexperienced at overseeing events of this scale, was in breach of the duty 

of care owed to spectators which caused the deaths, and amounted to gross negligence 

(Sawer, 2016).  The jury ruled that negligent policing practices contributed to the 
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development of a dangerous situation; that the actions and decision made by commanding 

officers and senior security officials in control caused crowd crushing in the terrace 

seating area; and, both the police and the ambulance service caused or contributed to the 

loss of lives in the disaster by an error or omission after the crowd crushing had begun to 

develop (Hillsborough Report, 2012). 

Natural Disasters and Inclement Weather 

 The issue of natural disasters and inclement weather at sports and entertainment 

events is a common concern, especially for venues held in open areas such as music 

festivals or running and endurance events (U.S. DHS, 2011b).  Natural disasters are 

sudden events in nature, such as a flood, tornado, or hurricane that may result in serious 

damage or loss of life (Natural disasters, 2016).  Natural disasters or inclement weather 

can cause severe disruption to sporting organizations and their events (Schwarz, Hall, et 

al., 2010).  For example, in fall of 2005 Hurricane Katrina caused many professional and 

collegiate sports program in New Orleans and the Gulf Coast region of the United States 

to suspend operations after suffering from major destruction to their facilities and 

community (Schwarz et al., 2010).  The financial consequences of these events are also 

burdensome.  It cost an estimated USD 300 million to repair and renovate the Superdome 

football stadium (home to the NFL’s New Orleans Saints) after its use as an emergency 

evacuation shelter during Katrina (The Guardian, 2015).   

 The sudden onset of storms or inclement weather can pose a real threat to sport 

and entertainment venues resulting in mass evacuations.  Sport event security 

management professionals must be able to identify risks associated with the venue and 

develop plans to address the possibility of inclement weather (Schwarz et al., 2015).  In 
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2015, more than 60,000 concertgoers evacuated from Lollapalooza, Chicago’s largest 

downtown music festival, ahead of inclement weather (Swartz, 2015).  After 

experiencing a similar temporary evacuation in 2012, festival organizers recognized the 

need to improve their emergency weather plan by training employees on evacuation 

procedures, designating safe shelter areas, using on-site weather monitoring tools, and 

collaborating with local public safety departments to determine the appropriate course of 

action under the threat of severe weather (Swartz 2015).  Developing evacuation and 

shelter-in-place plans to deal with natural disasters and inclement weather can reduce the 

risk that environmental hazards pose to sport and entertainment venues (Schwarz et al., 

2010), however, it is impossible to eliminate environmental hazards. 

 In August 2011, five people died and dozens injured after the collapse of a 

concert stage at the Indiana State Fair.  The incident occurred when strong winds, 

estimated by the National Weather Service to be at 60 to 70 mph, tore through metal 

scaffolding and caused structural failure (Botelho, 2014).  According to CNN, authorities 

had warned the crowd to seek shelter; however, a mandatory evacuation was not issued 

(Panzar, 2014).  Investigations concluded that the stage structure did not meet industry 

safety standards, nor did the Indiana State Fair Commission have a fully developed 

emergency plan (Panzar, 2014).  In December of 2014, entertainment events company 

Live Nation and several other defendants, including the state of Indiana, agreed to pay 

out nearly USD 50 million to settle claims from the tragedy (Botelho, 2014).  Emergency 

incidents resulting from both anticipated and unanticipated severe weather have the 

potential to cause mass casualties and result in significant structural damage.  As such, 
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natural disasters and inclement weather are a key consideration in developing emergency 

plans for sports and entertainment events. 

Civil Disturbances 

According to the FEMA, civil disturbance is “a civil unrest activity such as a 

demonstration, riot, or strike that disrupts a community and requires intervention to 

maintain public safety” (U.S. DHS, 2016).  As stated by Narr, Toliver, Murphy, 

McFarland, and Ederheimer (2006), civil disturbances and mass demonstrations can 

cause a variety of subsequent issues such as violence and assault, disorderly conduct, and 

vandalism.  Between 2015 and 2017, several incidents occurred in and around sports 

venues that required public safety agencies, facility management personnel, and event 

security teams to work together to anticipate and manage civil disturbances and organized 

protests.  In most cases, civil unrest in the community created a spillover effect that 

impacted safety and security operations at the event venue.  The following civil 

disturbances made national headlines for disrupting sporting events. 

• March 2017, NCAA Tournament — Kentucky fans rioted in the streets 

after losing to North Carolina in the Elite Eight of the NCAA men’s 

basketball tournament.  College students and fans torched shirts, couches, 

and televisions causing police and first responders to shut down traffic 

and extinguish fires (Boone, 2017). 

• January 2017, Minnesota Vikings — two protestors scaled up a metal 

guardrail and continued to climb up a large truss connected to the roof of 

the stadium to hang a banner that said "Divest #NoDAPL," a reference to 

the movement against the Dakota Access Pipeline (Stelloh & Medina, 
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2017).  According to William Langenstein, Director of Security and 

Event Services for U.S. Bank Stadium, the incident prompted an 

investigation in to how the protesters were able to conceal climbing gear 

upon entering the stadium and initiated facility design changes that would 

prevent accessibility to the roof support beams (W. Langenstein, personal 

communication, June 7, 2017). 

• September 2016, Carolina Panthers Game — amid two years of tense 

protests over United States police killings, demonstrators gathered 

outside the Carolina Panther’s stadium an hour before kickoff at the 

second home game of the season, in protest over a fatal shooting by 

police in Charlotte (Peralta, Douglas, & Harrison, 2016).  City officials 

designated the game as an “extraordinary event” (Peralta et al., 2016), 

which requires the mobilization of additional police and security forces to 

control rioting crowds and enforce stricter security codes, including 

conducting searches of persons around the venue and in nearby parking 

lots or tailgating areas (Wootson, 2015). 

• April 2015, Baltimore Orioles — due to civil unrest and occasional 

violent protests in the city of Baltimore following the death of an 

African-American man while in police custody, the Orioles made an 

unprecedented decision to deny the admittance of spectators to the the 

final game of their series against the White Sox  (Li, 2015). 

Sport and special event venues are attractive to protesters who seek media 

attention for their respective cause (McCarthy & McPhail, 2006).  Planning and training 
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for civil unrest and protesting incidents is necessary considering citizens’ First 

Amendment rights to free speech and peaceful assembly (Narr et al., 2006).  Developing 

response plans that focus on non-aggressive crowd control tactics is important not only to 

protect civil rights, but also to encourage open communication between the public safety 

officials and the public (U.S. DOJ, 2007).  When protests and demonstrations become 

violent or threatening, however, law enforcement and aiding security forces must plan 

and prepare for disruptive activities that present a serious risk to event security and 

spectator safety (Narr et al., 2006).  Developing strategies for managing human resources 

and equipment is critical to ensure proper crowd control.  Establishing command and 

control requires delineating areas of responsibility and authority, and underscores the 

need for cooperation and communication among safety and security support teams (U.S. 

DOJ, 2007).  Contingency plans for evacuation procedures are one of the most important 

components of planning because of the potential for blocked roads, traffic impediment, 

and barricades on streets and pedestrian walkways (U.S. DOJ, 2007). 

Competencies in Risk Management and Emergency Planning 

The literature demonstrates that sport event security management professionals 

must understand the fundamentals of risk management and emergency planning to 

prepare, prevent, mitigate, and respond to all-hazards incidents.  One of the primary 

responsibilities of supervisory-level positions in this discipline is developing plans and 

procedures, known as SOPs.  These guidelines direct day-to-day operations, as well as 

coordinated emergency responses (DHS, 2011a).  The process of developing SOPs is best 

accomplished though multi-agency collaboration with local public safety agencies, 

including law enforcement, fire departments, and emergency medical services and other 
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parties responsible for incident response (Ammon et al., 2004).  Building and maintaining 

positive relationships with these agencies is an important aspect of the type of 

teambuilding required to facilitate effective coordinated response efforts (Hall, 2010).  

According to Daniel DeLorenzi, Vice President of Safety and Security Services for 

MetLife Stadium, a central aspect of developing SOPs is familiarization with facility 

operations in order to understand the feasibility and impact of certain actions (personal 

communication, September 22, 2017).  DeLorenzi explained that, 

If a fight occurs between two fans in the stadium and an injury occurs, multiple 

departments would respond to the incident.  It is likely that law enforcement 

officers would deploy first to restore safety, making arrests if necessary.  

Followed by emergency medical personnel who would tend to the injuries of the 

fans involved or other guests effected by the altercation.  Custodial services 

would then be sent to clean up any spills that could lead to other safety issues, and 

then guest serves representatives, who are responsible for providing quality 

customer services, would follow-up to offer incentives such as a free t-shirt or 

meal ticket to compensate for the inconvenience other guests may have 

experienced as a result of the fighting. (personal communication, September 22, 

2017) 

  Customer service or the concept of the “fan experience” distinguishes sport event 

security management from traditional safety and security practices.  Unlike community 

policing or industrial security, security management professionals working in the 

commercial facilities sector represent a company or brand, influenced by traditional 

business drivers.  To create and sustain competitive advantage, policies and procedures 
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must be constructed and implemented in ways that contribute to a positive guest 

experience or, at the very least, in ways that do not negatively influence fan enjoyment 

(Lucas, 2012).  Ensuring guests have a safe and enjoyable experience requires training at 

every staffing level (Hall, 2010).  Sennewald (2003) defines training as “An educational, 

informative, skill-development process that brings about anticipated performance through 

a change in comprehension and behavior” (p. 97).  Supervisory-level security 

management professionals are responsible for developing or selecting appropriate staff 

training (NCS4, 2016).  Notwithstanding quality guest services, each staff member must 

understand their role as part of the event safety and security team.  It is imperative that 

staff receive training on emergency response procedures such as evacuation protocols 

(Hall, 2010). 

 In addition to staff development, sport and event security-management 

professionals must make determinations about human resource and equipment 

requirements needed to accomplish business objectives in safety and security (D. 

DeLorenzi, personal communication, September 22, 2017).  This type of decision-making 

involves considerations of the organizational roles, structures, and processes in place and 

entails critical analysis of various complex and dynamic tasks in order to understand the 

implications of different situations (Stern, 2014).  For instance, determining the number 

of staff members needed to conduct patron screening for guests entering the venue 

depends on event size, type, and attendance.  Consideration is given to the amount of 

time it takes to screen each patron, the consequences of technical failure or human error 

(attrition), and average rates of absenteeism (D. DeLorenzi, personal communication, 

September 22, 2017).  This process requires coordination between third-party event 
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staffing companies and local agencies who may play a role in reducing risk by bringing 

in additional resources on event days, such as K9 units for bomb detection (DHS, 2011b).  

Human resource management is inseparable from security management, a discipline that 

relies predominantly on people to carry out key functions in safety and security (Noe, 

Hollenbeck, Gerhart, & Wright, 2014).  Human resource management is critical to 

organizational success because human capital (training, experience, judgment, and 

intelligence) are inseparable from executing business strategies in quality, profitability, 

and customer service (Noe et al., 2014).  Developing a high-performance work system 

where technology, organizational structures, people, and processes work together for the 

benefit of organizational advantage in a competitive market (Noe et al., 2014) is essential 

for sport and entertainment venues.  Integrating emerging technologies, such as CCTV 

surveillance cameras and magnetometers, with security processes and systems enhances 

detection capabilities and requires trained human resources to monitor and manage these 

tools in order for the equipment to be effectively utilized (DHS, 2011b).   

Leaders in sports security must ensure team members, key subordinates, and key 

partners are educated and trained in both day-to-day operations and in preparation for 

crisis situations (Stern, 2014).  Although the majority of work performed by security 

professionals does not involve catastrophic incidents, a significant amount of time and 

resources go directly toward planning and preparing for emergency scenarios.  The 

method for determining risk focuses on the perceived threat, likelihood of occurrence, 

and the potential impact or consequence (FEMA, 2013).  Therefore, security management 

professionals prioritize low frequency events with high impact, such as acts of terrorism, 

which have the potential to cause massive damage and destruction, in emergency 
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planning (Miller, Veltri, & Gillentine, 2008).  By assessing threats, vulnerabilities, and 

consequences, sport event security management professionals develop emergency action 

plans for all-hazards incident response (U.S. DHS, 2011b).  Once these plans are 

developed, it is the responsibility of security management professionals to communicate 

plans and conduct training for event staff, supervisory leaders, and the command group or 

multi-agency leadership team (Hall, 2010).  Hall (2010) recommends sport organizations 

conduct functional exercises to evaluate and assess plans, and to promote learning and 

awareness of staff roles and responsibilities. 

Effective leadership and communication skills facilitate the risk management 

process (DHS, 2011a).  According to John Kotter (2012), a renowned Professor of 

Leadership at the Harvard Business School, successful change efforts hinge upon good 

leadership.  To stay at the forefront of an ever-changing security landscape, sport event 

security management professionals must continuously evaluate their current SOPs and 

find ways to improve protective measures based on changes in the threat environment.  

Introducing changes in safety and security policies and procedures can be challenging.  

Take for instance the NFL’s “clear bag” policy, which all NFL venues implemented in 

2015.  According to the NFL (2015), the policy intends to “provide a safer environment 

for the public and significantly expedite fan entry into stadiums” (para. 1).  Prior to 

implementing the clear bag policy, the NFL launched a marketing campaign to promote 

awareness among fans and ticket holders.  In 2017, the Southeastern Conference started 

requiring clear bags at all football games and is the first NCAA affiliated collegiate 

division to do so (SEC, 2017).  Although some backlash to the policy change was 

reported in the media (Steele, 2013), sport organizations have been relatively successful 
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in creating a sense of urgency for policy change, communicating with the public for buy-

in, and institutionalizing the new approach (Kotter, 2012).  Strong leadership is 

instrumental in implementing new initiatives of any kind, whether internal or external to 

an organization.  Understanding the dynamics of change, finding ways to remove 

barriers, and motivating employees to buy-in to the change vision clearly (Kotter, 2012) 

is facilitated by sport event security management professionals who recognize the 

inherent risks posed against sport and entertainment events.  

Communication is the unifying thread woven throughout the entire risk 

management process.  According to DHS (2010), risk communication is understood as 

“the exchange of information with the goal of improving risk understanding, affecting 

risk perception, and/or equipping people or groups to take appropriate actions in response 

to an identified risk” (p. 29).  The method and mode for communicating risk depends on 

the circumstances.  As stated by DHS (2011a), “Incident, or crisis communications take 

place under different conditions than standard communications” (p. 27).  Developing a 

Communications Plan is key element for establishing a command structure and 

maintaining a common operating procedure during emergency incidents in both the 

National Response Framework (NRF) and the National Incident Management System 

(NIMS; DHS, 2011a).  Scholarly literature in the field of crisis communication indicates 

that, in terms of interpersonal dynamics, crisis communication is a visible demonstration 

of leadership within command operation centers (Garnett & Kouzmin, 2007).  A typical 

scenario illustrating the interpersonal perspective would involve the security manager or 

director interacting with a myriad of advisors, including law enforcement and fire chiefs, 

emergency medical services, media consultants, technical specialists (HVAC, chemical 
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specialists, etc.) and others depending on the type of incident at hand.  The 

communication goals during a crisis incident are to direct and coordinate actions through 

clear and concise instructions, inform decision makers, and set the tone for handling the 

crisis (Garnett & Kouzmin, 2007). 

Defining the Sport and Event Security Management Workforce 

The security management discipline for the commercial facilities sector rapidly 

evolved and expanded due to substantial changes in the threat environment.  Since the 

terrorist attacks of September 11, 2001, the U.S. government has invested considerable 

resources in counterterrorism efforts, including developing emergency plans for 

catastrophic man-made and natural disasters, accidents, and other hazards (National 

Strategy for Homeland Security, 2007).  The renewed focus on disaster planning and 

emergency preparedness has effectively required the development of new training and 

academic programs in Homeland Security.  According to Stuart and Vocino (2013), the 

field of Homeland Security is broad and varied, which “can be challenging for academic 

institutions when it comes to curriculum development” (p. 15).  Homeland Security is 

comprised of multiple career fields including, but not limited to Information Security, 

Law Enforcement, Emergency Management, Infrastructure Protection, Business 

Continuity, Intelligence Analysis, and Physical Security (Stuart & Vocino, 2013). 

Similar to Homeland Security, sport event security management is a multi-

disciplinary field comprised of members of the command group (Hall, Cooper, Marciani, 

& Cieslak, 2014).  The framework for the command group derives from FEMA’s 

Incident Command System (ICS), which is “a core organizational structure in emergency 

management that reflects the complexity and demands of incident response and 
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coordination across multiple jurisdictions” (ICS Glossary, 2008, p. 6).  Senior-level 

command staff members, who report directly to the Incident Commander, consist of the 

Information Officer, Safety Officer, and Liaison Officer. Figure 2 illustrates the ICS 

staffing structure.  The Section level involves other key personnel responsible for safety 

and security operations, including facility management, law enforcement, emergency 

management, HAZMAT, and emergency medical services (Hall et al., 2014).   

 

Figure 2. The ICS Unified Command Organization.  Adapted from FEMA IS-100.b – 

Intro to Incident Command System (ICS 100) published by FEMA, 2013, Department of 

Homeland Security.  This illustration is in the public domain. 

 

The ICS command group and their external partners, local fire departments or law 

enforcement agencies for instance, are responsible for incident management, security 

planning and operations, training initiatives, risk assessments, and conducting exercises 

(Hall et al., 2012).  The ICS command group provides direction for future actions 

pertaining to venue and event safety and security.  It is crucial that each member of the 

command group is qualified to hold their respective position.  Although each position 
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involves different competences germane to specific job responsibilities, each member of 

the command group must understand key concepts and processes to facilitate a cohesive 

operation.  These common or “base” competencies include risk, threat, and vulnerability 

assessment methodologies (Hall, 2010); crisis management and crisis leadership 

competencies (Cunningham, 2007; Miller, 2012), life safety measures to prevent harmful 

occurrences, reduce injuries or loss of life and mitigate damage to property (Hall, 2006), 

and effective emergency management and incident response techniques (Hall, 2010).   

Training in Sport and Event Security Management 

The principles of security management require an all-hazards approach and 

effective collaboration of many individuals, government agencies, and private enterprises 

(Hall et al., 2008).  Although, little is mentioned about the role of human capital in 

ensuring that safety and security measures are implemented by qualified personnel; 

notwithstanding DHS recommendations to conduct security training and exercises with 

fulltime and part time employees, law enforcement, contractors, and volunteers (U.S. 

DHS, 2011b).  Literature suggests that to achieve effective security, long-term safety and 

security training programs must be developed for the diverse levels of venue leadership 

(Hall et al., 2008; Hall, 2010; Wei, Lee, & Groves, 2015).  Many times, individuals hired 

into sport event security management have had training from the military, law 

enforcement agencies, fire departments, etc. (Wei et al., 2015).  Having received 

extensive training in their professions, these individuals are adequately prepared to deal 

with many types of emergencies.  However, skills and implementation procedures are 

unique and essential to the security management discipline (Pantera et al., 2003). 
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The lack of academic research addressing core competencies in the field of 

security management in the commercial facilities sector is surprising, if not unsettling, 

considering the popularity and scope of the sports and entertainment industry, as well as 

the amount of risk sport organizations and venues assume in hosting major spectator 

events.  Despite a gap in literature, the U.S. government has made substantial investments 

in DHS and FEMA training curriculums aimed at enhancing emergency preparedness, 

crisis readiness, incident management, and risk and threat assessment capabilities 

(Appendix A).  These training courses are task-oriented and focus on establishing SOPs 

through a common language (vocabulary) with shared or transferable concepts, 

principles, and systems.  Several major U.S. sport organizations (NFL, NBA, MLB, 

NHL, MLS, and NCAA) have taken steps toward self-regulation by developing standard 

security requirements, guidelines, and best practices to assist venue operators and 

emergency managers in all-hazard planning efforts (Hall et al., 2010).  Planning options 

established by the aforementioned sport associations (sanctioning bodies) include mostly 

physical protections such as perimeter control, prohibited items, and screening 

procedures (people and property), although guidelines for event personnel training, public 

safety coordination, and public relations were mentioned (Hall et al., 2010).  

Notwithstanding, these guidelines primarily focus on actionable practices to help avert 

disasters.  Hence, contemporary literature does not specifically address or mention the 

competencies required to effectively carryout such actions. 

The rapid growth and professionalization of the security management discipline 

led to some discussion about the ability of learning programs to address the needs of the 

field.  Traditionally, the majority of current training in security management is agency-
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specific and delivered to individuals (Hall et al., 2012).  Much debate has occurred over 

whether agency-based programs actually develop worker knowledge, skill, and ability—

or if the programs merely facilitate job placement.  Despite the vast differences in 

curricula, employer training may provide some opportunities for individuals to acquire 

training at little or no cost.  In a trend analysis of on the job-the-job training, authors 

Black, Noel, and Wang (1999) find that large establishments tend to provide more formal 

training (course curricula) for their skilled workers.  Small firms, on the other hand, 

typically use informal methods of training using coworkers (coaching/shadowing/on-the-

job training) to develop their human capital (Black et al., 1999).  The most significant 

factor in determining the training delivery style was firm size and firm earnings (Black et 

al., 1999).  This research supports the assumption that significant variation exists in 

human capital development strategies in employer-based training initiatives for the 

security management workforce. 

Theoretical Framework 

This study will identify core competencies for security management professionals 

in the commercial facilities sector.  The study draws upon the theoretical foundations of 

human capital development (Becker, 1962, 1993) and human resource development 

(Chalofsky, 1992; Swanson, 1995) as they relate to performance improvement in the 

security management workforce.  Organizational theory supports a wide array of human 

capital development concepts that lend to performance improvement.  This study focuses 

on performance improvement methods in individual-level competency building for the 

purpose of reducing risk and enhancing preparedness. 
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Foundations of Human Capital Development 

Understanding the role of human capital development (HCD) in achieving the 

strategic goals of PPD-21 requires knowledge of the theoretical foundations of HRD and 

performance improvement.  According to Becker (1962, 1993), the most important 

investment in human capital is education.  Human capital theory contends that the 

knowledge, skill, and ability an individual acquires through education improve workforce 

productivity (Becker, 1993).  Human capital, therefore, is a form of investment with the 

potential to enhance organizational efficiency when strategically applied through 

different levels of training and education (Becker, 1962, 1993).  Becker (1993) specifies, 

“Investment in education and training are the most important human capital investments” 

(p. 17).  In Becker’s (1993) view, training and education provide the means for 

improving the future performance of the workforce by effectively transcending the 

boundaries of the “personal” to advance the goals and objectives of the organization.  

There is a strong connection between human capital theory and workforce development 

as improvements that yield individual benefit with the potential to increase organizational 

efficiency and produce economic value (Becker, 1993).   

Human capital theory forecasts that security management professionals who 

possess higher levels of knowledge and skill will increase organizational effectiveness by 

performing at higher levels than those who possess lower performance levels.  The 

current operating environment in sports safety and security demands a more integrated 

approach to human capital investment.  In an ever-changing threat environment, it is no 

longer sufficient to rely on minimum education and experience requirements; training 

and development should be ongoing (Hall et al., 2012).  Since organizational 
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effectiveness is largely contingent on individual performance levels, it becomes 

advantageous for organizations to develop human expertise (Swanson & Holton, 2008).  

Examining sport event security management professionals as a homogeneous workforce, 

this study utilizes Becker’s (1993) framework for training and education which provides 

the means for sport organizations to successfully carry out organizational goals in safety 

and security, and mitigate inherent risks posed to spectator sport venues and events. 

Building upon human capital theory (Becker, 1962, 1993), HRD (Swanson, 2001) 

as a discipline facilitates the process of creating and using expert knowledge to improve 

workforce performance.  Swanson (2001) contends that organizational development (OD) 

and T&D are the two foundational elements that contribute to the practical application of 

HRD.  Explained by Swanson and Holton (2009), HRD is a theoretic framework for OD 

based on human performance models and learning systems.  HRD involves 

organizational designs that specifically offer training and development for human 

resources (Swanson & Holton, 2009).  According to Kraiger (2003), T&D refers to 

systematic processes of an organization directed towards changes in the knowledge, skill, 

and ability of individuals.  Swanson (2009) posits that within the two elements of HRD, 

T&D develops human expertise, and organization development unleashes human 

expertise.  According to the Association for Talent Development (ATD), organizational 

investment in human capital is on the rise.  In a report released by ATD, U.S. 

organizations spent USD 167 billion on employee learning and development in 2014 

(ATD, 2015).  This data suggests that organizations value human capital and view it as a 

means to increase productivity in the workforce. 
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Human Resource Development 

 The theoretical foundations of human capital theory (Becker, 1993) and the 

realms of practice that define HCD (Swanson, 2001) contribute to the facilitation of 

HRD.  Richard Swanson (1995) popularized the concept of HRD as a three-legged stool, 

grounded in ethics and supported by economic theory, systems theory and psychological 

theory.  The security management profession relies on human resources to carry out 

organizational objectives.  Therefore, human resources must be effectively developed and 

strategically utilized in order to achieve organizational goals (Swanson, 2001).  Swanson 

(2008) describes how organizations can optimize workforce performance by unleashing 

the expertise of their leaders.  Utilizing expertise developed though investments in human 

capital improve the cognitive abilities of individuals, creates value by enabling 

individuals to meet or exceed performance standards to improve organizational outcomes 

(Becker, 1993).  Thus, sport organizations should have a stake in effectively developing 

expertise to optimize human performance and accomplish safety and security goals (Hall 

et al., 2009).   

Traditionally, the HRD profession involves training and learning systems 

(Swanson & Torraco, 1995).  Gagne (1962) was first to popularize the principles of 

learning appropriate for improving skill acquisition and knowledge retention (Swanson, 

1995; Kraiger, 2003).  The quintessential component in Gagne’s (1962) model is the 

needs assessment, which aligns training to strategic HRD (SHRD) objectives.  According 

to Tharenou, Saks, and Moore (2007), for SHRD to be effective, training should impart 

new knowledge and skills based upon individual and organizational needs, and 

effectively managed and delivered.  As stated differently by Swanson and Arnold (1996), 
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SHRD functions as a subsystem within the context of a larger organizational system.  

Neglecting to align organizational systems and processes with strategic organizational 

goals has long-term implications for training effectiveness (Kozlowski & Salas, 1997).  

Therefore, individual change occurs within the context of a greater organizational system 

(Swanson, 1999).  Developing competencies for supervisory-level security management 

professionals will provide the sports and entertainment events industry with both 

cognitive and behavioral performance standards to assist organizations in developing 

effective education and training that is congruent with organizational strategies in safety 

and security. 

Aligning HRD to organizational goals and strategies is critical in developing 

human expertise (Kozlowski & Salas, 1997).  Sport and entertainment venue 

management, like most disciplines, is responsive to traditional business drivers such as 

organizational values, profit margins, and resource scarcity.  However, the security 

workforce supporting venue operations is sensitive to changes in the threat environment 

sometimes brought about by exogenous factors.  For instance, in 2015 the Baltimore 

Orioles cancelled a home game against the Boston Red Sox when civil unrest, spawning 

from a nationwide political protest, caused a mass disturbance at Oriole Park (Chicago 

Tribune, 2015).  Despite cancelling the game, the security workforce remained on duty 

managing rioting crowds outside the venue and protecting the building from vandalism 

and destruction.  These types of periodic incidents require the deployment of trained 

human resources.  These events serve as a learning tool to evaluate and refocus HRD to 

meet (unexpected) organizational needs (Hutchins & Wang, 2008).  The amendable 

nature of HRD allows organizations to assess learning and performance results and 
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determine if the cognitive and behavioral abilities of their workforce are functioning 

congruently with organizational strategies (Swanson, 2009).   

Performance Improvement Theory 

The appropriate goal of HRD as a core business function is to improve 

performance (Swanson, 1995).  Literature offers many definitions and interpretations of 

the concept of performance improvement.  To perform is “to do an action or activity that 

usually requires training or skill” (Perform, 2016).  This definition is appropriate for the 

study as T&D is a core component of applying HRD in the field of security management 

(Swanson, 1995; Hall, 2010).  Training is “an educational, informative, skill-

development process that brings about anticipated performance through a change in 

comprehension and behavior” (Sennewald, 2003, p. 97).  Improving cognitive ability 

through training helps develop self-efficacy and promotes skill acquisition, which 

enhances learning outcomes and performance (Salas & Canon-Bowers, 2001).  

Performance improvement is a strategic HRD activity to which competency frameworks 

can be applied (Van Tiem et al., 2012).  Identifying deficiencies in performance by 

assessing and evaluating individual performance against performance standards allows 

HRD practitioners to design and implement development activities to ameliorate gaps in 

performance (Dainty, Cheng, & Moore, 2003). 

Presently, no universal agreement on the theory of performance improvement is 

present in the literature though many experts in the field of performance improvement 

and performance technology contribute different definitions in attempt to conceptualize 

the discipline (Van Tiem et al., 2012).  Von Bertalanffy’s General Systems Theory (1968) 

provides a foundational view of the practice and discipline of improving human and 
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organizational performance (Watkins & Leigh, 2010).  General systems theory provides a 

basic logic model of inputs, processes, outputs, and evaluation (Swanson, 1999).  It 

emphasizes achieving desired outcomes by different means or trajectories, and that 

systems are open entities that are constantly changing (Swanson, 1999; Watkins & Leigh, 

2010).  Each organization operates in a dynamic context.  Therefore, it is essential to give 

attention to the critical factors that influence organizational structure and strategy 

(Swanson, 1999).  

The concept of performance can be viewed or measured at three levels—

organizational, process, and individual (Rummler & Brache, 1995; Swanson, 1994).  This 

three-tiered perspective connects individual performance drivers, such as training, to 

work processes and organizational goals and strategies (Swanson, 1999).  Considering 

the dynamics of performance positions HRD to work systematically as a major business 

process within the environment in which it functions (Swanson, 1995).  The expectation 

is that performance improvement efforts (inputs) will logically culminate in positive 

gains (outputs) in performance for the host organization (Swanson & Holton, 2009).  The 

systems model of HRD (Figure 3) illustrates the phases of performance improvement.  

The model illustrates the integration of HRD within an organizational system and 

provides a logical framework for the concept of performance improvement to be 

understood (Swanson & Holton, 2009).  Although there is no universal agreement on the 

unifying theory or multiple theories that underpin performance improvement as a 

discipline (Swanson, 1999), literature consistently refers to general systems theory as a 

core component of performance improvement in HRD (Rummler & Brache, 1995; 

Watkins & Leigh, 2010; Van Tiem et al., 2012). 
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NOTE: Original competency statements from Delphi round one questionnaire one are italicized. Plain 

text competency statements were included in Delphi round two questionnaire two. 

 

Emergency Planning – Ability to develop plans, policies, and procedures describing 

the emergency operations plan for responding to a wide variety of potential hazards. 

 

Emergency Planning 

41. Preparing, reviewing, and approving plans to address all-hazard incidents 

based on the risk assessment 

42. Understanding the prevention, protection, mitigation, response, and recovery 

strategies for the jurisdiction 

43. Understanding the interaction of the tactical, operational, and strategic 

response levels 

44. Critically reviewing, analyzing, assessing, and exercising emergency plans 

and procedures to identify vulnerabilities and areas for improvement 

45. Understanding the complexities of emergency response plans to determine 

resource requirements (i.e. equipment and personnel) and leveraging 

community/public assets to enhance your response plans 

46. Ability to lead, coordinate, and initiate planning process 

47. Engaging internal and external partners in developing emergency plans and 

ensuring appropriate jurisdictional stakeholders are part of the planning 

process 

48. Ability to communicate and educate all stakeholders involved in emergency 

response and operational plans 

49. Establishing mutual aid agreements with public and private partners 

addressing resource needs and limitations 

50. Implementing a clear organizational structure or chain of command to be used 

in an emergency 

51. Identifying current and emerging trends to create additional plans and/or 

update existing plans to be more in line with best practices 

52. Understanding of the Incident Command/Unified Command System 

53. Understanding of the National Incident Management System (NIMS)  

 

Exercise and Evaluation* 

54. Conducts exercises to validate plans through training and exercise 

55. Using exercises and other means to test the appropriateness and efficiency of 

emergency plans, processes, and procedures, including stakeholder 

relationships and infrastructure interdependencies 

56. Leads exercises with all public and private partners to help identify areas of 

improvement or previously undisclosed gaps 

57. Utilizing a third party to review and update a risk assessment, in accordance 

with nationally recognized best practices (i.e. DHS) 

58. Performing quality assurance to measure the implementation of protective 

measures 
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59. Conducts training and exercises with staff on critical incident response and the 

situational implementation of emergency plans 

60. Correcting failures through leadership table top exercise (TTX) 

61. Assessing the capabilities of partnerships (i.e. public safety agencies) and 

communicating expectations  
NOTE: Original competency statements from Delphi round one questionnaire one are italicized. Plain 

text competency statements were included in Delphi round two questionnaire two. The asterisk (*) 

denotes a new categories added for Delphi rounds two and three. 

 

 

Problem Solving and Decision Making ─ Applying critical-thinking skills to solve 

problems by generating, evaluating, and implementing solutions. 

 

Problem Solving 

62. Effectively using both internal resources (i.e. internal computer networks, 

manuals, policy, or procedure guidelines) and external resources (i.e. internet 

search engines) to locate and gather information relevant to the problem 

63. Using logic and analysis to identify the strengths and weaknesses, the costs 

and benefits, and the short- and long-term consequences of different 

approaches 

64. Developing mechanisms to receive accurate, real time intelligence to inform 

relevant decision-makers 

65. Eliciting input from subject matter experts on specific topics/areas of expertise 

66. Analyzing and identifying potential solutions and alternatives to assess 

impacts and develop a plan of action leveraging all available resources 

67. Networking with industry professionals to gather information or “lessons 

learned” to address the same or similar issues 

68. Using Root Cause Analysis to determine underlying causes of problems 

69. Understanding and applying industry best practices to problem solve 

70. Facilitates groups or teams through the problem-solving processes leading to 

the development and implementation of new approaches, systems, structures, 

and methods 

71. Understands the concepts and processes of strategic planning, SWOT analysis, 

goals, and objectives and development of an implementation plan 

 

Decision Making 

72. Presenting logic, reasoning, and analysis to others for specific decisions and 

actions in a manner that is both efficient and effective 

73. Making difficult and timely decisions in highly ambiguous or uncertain 

situations when information is limited, incomplete or evolving 

74. Observing and evaluating the outcomes of implementing the solution to assess 

the need for alternative approaches and to identify lessons learned 

75. Prioritizing decisions in emergency situations to protect life, property, and 

brand 

76. Delegates to others who are directly associated with the venue or event to 

expedite decision making on time sensitive issues 
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77. Takes personal responsibility for decision outcomes and does not make 

excuses for errors or problems; acknowledges and corrects mistakes 

78. Breaks down complex information into component parts. Identifies underlying 

principles, patterns, or themes in an array of related information and applies 

causal relationships 

79. Involves others in the decision making process.  Considers the perspective and 

expertise of others to find solutions that are acceptable to diverse groups with 

conflicting interests or needs 

 

Adaptability and Flexibility 

80. Changing plans, goals, actions, or priorities in response to changing, 

unpredictable, or unexpected events, pressures, and situations 

81. Developing innovative methods of obtaining or using information or resources 

when needed 

82. Ability and willingness to assess plans and priorities and to adapt, change or 

eliminate existing plans upon learning new information 

83. Develops written plans for normal or planned operational needs, but develop 

alternate plans for response to worst case scenarios 

84. Manages change in a way that reduces the concern experienced by others. 

Clarifies priorities when leading change. 

85. Asks for advice and uses feedback to improve performance 

86. Providing cross-training to develop employee skillsets and enhance their 

ability to adapt to situational problems that may arise 

 
NOTE: Original competency statements from Delphi round one questionnaire one are italicized. Plain 

text competency statements were included in Delphi round two questionnaire two. 

 

Leadership ─ The ability to lead and direct people toward meeting the organization’s 

mission, vision, and goals; provide an inclusive workplace that fosters the 

development of others, facilitates cooperation and teamwork, and supports 

constructive resolution of complex issues. 

 

Initiative 

87. Projecting trends in the industry and forecasting possible and probable futures 

and their implications 

88. Anticipating possible problems and developing contingency plans in advance 

89. Identifying what needs to be done and taking action before being asked to or 

required by the situation 

90. Acting with a sense of urgency to ensure that initiatives are executed in a timely 

manner before risks are realized 

91. Links mission, vision, values, goals, and strategies to everyday work 

92. Displays an ongoing commitment to learning and self-improvement 

93. Finds and maximizes opportunities for growth and development from multiple 

sources 
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94. Visualizes potential problems and solutions without needing tangible, “real-

life” examples. Can discuss and project the aspects and impacts of issues and 

decisions. 

95. Leads by example and sets standards for professional behavior 

 

Interpersonal Awareness 

96. Influencing others so that tasks, relationships, and individual needs are 

addressed  

97. Understands the interests and important concerns of others 

98. Building consensus and securing “win-win” agreements while successfully 

representing a special interest in a decision 

99. Encouraging others to express their ideas and opinions 

100.  Establishing a high degree of trust and credibility with others 

101. Builds rapport by listening to, discussing and negotiating with, and rewarding, 

encouraging, and motivating others 

102. Works effectively with people from all backgrounds.  Helps create a work 

environment that embraces and appreciates diversity. 

103.  Expresses confidence in ability of others to be successful  

104.  Gives people latitude to make decisions in their own sphere of work 

 

Crisis Leadership 

105. Remaining calm under stress 

106. Prioritizing various competing tasks and performing them quickly and 

efficiently according to their urgency 

107.  Making difficult decisions even in highly ambiguous or uncertain situations 

108.  Demonstrating interpersonal sensitivity with respect to those affected by a 

crisis 

109.  Learning from a crisis and affect change toward organizational improvement 

110. Communicates publicly effectively and implements a strategy to keep all 

stakeholders informed of evolving situations 

111.  Demonstrates self-confidence and decisiveness 

112.  Demonstrates the ability to direct and influence people 

113.  Follows emergency procedures diverging only when required by emergent 

facts 

114.  Documents crisis issues and scenario facts for reconstructive post-crisis 

evaluation 

115.  Having a thorough understanding of the command structure authority 

 
NOTE: Original competency statements from Delphi round one questionnaire one are italicized. Plain 

text competency statements were included in Delphi round two questionnaire two. 
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Communication ─ The ability to plan and deliver information in an effective and 

timely manner to ensure all key stakeholders are informed. 

 

Communication Skills 

116. Communicating opinions, observations, and conclusions such that they are 

understood 

117. Verbally presenting information such that the intended purpose is achieved 

118.  Preparing written material which follows generally accepted rules of style and 

form, is appropriate for the audience, and accomplishes its intended purposes 

119.  Possesses active listening skills 

120. Uses non-verbal communication skills to convey messages. Interprets non-

verbal behavioral signals or displays of emotion 

121.  Ability to communicate complex information in layman’s terms. Selects 

language and examples tailored to the level and experience of the audience 

122. Uses persuasive communication to gain support for operational plans, 

initiatives, and work processes 

123.  Develops and distributes clear, concise, and accurate information to all key 

stakeholders 

124.  Understands the basic concepts of public relations and media relations 

125.  Understands the capabilities and effective use of different communications 

technologies to achieve messaging goals 

 

Crisis Communications 

126. Expressing relevant information appropriately to individuals or groups taking 

into account the audience and the nature of the information (i.e. under normal 

conditions or during an emergency) 

127. Designing a crisis communications plan that addresses the need for effective 

and timely communication between the organization and all the stakeholders 

impacted by an event or involved during response and recovery efforts 

128. Providing guidance within the plan to determine frequency of 

communications needed to each stakeholder before an event, during the event 

itself, and following an event 

129. Maintaining poise and posture to deliver critical messages to stakeholders 

under pressure 

130. Selecting appropriate communications channels for the intended purpose and 

delivery of messages 

131. Effectively uses social media to disseminate accurate information during 

crisis situations 

 
NOTE: Original competency statements from Delphi round one questionnaire one are italicized. Plain 

text competency statements were included in Delphi round two questionnaire two. 
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Building Collaborative Relationships ─ The ability to develop and maintain 

relationships across a broad range of people, groups, and networks. 

 

Relationship Building 

132. Developing constructive and cooperative working partnerships with others 

133. Adjusting behavior in order to establish relationships across a broad range of 

people and groups 

134. Reaching formal or informal agreements that promote mutual goals and 

interests, and obtaining commitment to those agreements from individuals or 

groups 

135. Understanding goals of partners and stakeholders to help achieve shared 

success 

136. Proactively builds relationships with others in the field who can provide 

information, intelligence, support, and assistance  

137. Develops strategies to develop, build, or strengthen relationships 

138. Establishes trust and cohesion through regular interaction to achieve mutual 

goals within organizations 

139. Establishes positive and collaborative relationships with venue personnel; 

customers; local, state, and federal public safety authorities; and international 

authorities 

 

Teamwork 

140. Influencing groups to accomplish a goal and fulfill a need through joint 

association 

141. Determining when to be a leader and when to be a follower depending on 

what is needed to achieve the team’s goals and objectives 

142. Using a group approach to identify problems and develop solutions based on 

group consensus 

143. Developing a shared vision and group identity 

144. Designs a strong team structure with defined tasks and processes that orients 

and engages all team members 

145. Contributes to a priority or goal of another team member when appropriate 

146. Works cooperatively with others to identify and develop solutions  

147. Provides training in scenario/situational problem solving to demonstrate the 

flow of information within groups so that all parties understand how decisions 

are made and by whom 

148. Provides effective coaching to develop or enhance the skills of other team 

members 

 
NOTE: Original competency statements from Delphi round one questionnaire one are italicized. Plain 

text competency statements were included in Delphi round two questionnaire two. 
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Human Resource Management ─ The ability to manage employee capabilities 

strategically through training, development, commitment, motivation, and 

participation; to create and maintain a skillful and committed workforce. 

 

Staff Training and Development 

149. Identifying the knowledge and skill requirements of a specific job, task, or role 

150. Knowing the techniques and methods used in training and reinforcement; 

understanding their appropriate use 

151. Designing or selecting employee training and development programs that 

align with organizational goals and objectives 

152. Coordinating or conducting exercises (table-top, full-scale, drills) with key 

stake holders (i.e. law enforcement, fire department, EMS) as needed to 

establish required capabilities 

153. Identifying training needs and establishing procedures to ensure staff receive 

comprehensive training germane to their responsibilities 

154. Regularly reviews and updates training and development strategies to address 

current and evolving issues 

155. Promotes continuous learning though individual and organizational training 

and education 

156. Documents employee, vendor and contractor training records; and documents 

compliance with necessary safety and security training requirements and other 

regulatory mandates 

 

Performance Management* 

157. Develops job descriptions and ensures staff have a clear understanding of their 

role(s) and responsibilities 

158. Prepares development plans for full time staff members aligning individual 

performance goals with organizational needs and strategies 

159. Establishes succession plans 

160. Uses performance evaluation systems to assess core competencies and manage 

performance 

161. Provides specific performance feedback, both positive and corrective, to 

address performance gaps or problems.  Develops improvement plans with 

specific goals to improve effectiveness in current or future job 

162. Understands the psychological needs of people and provides rewards, 

recognition, and incentives to motivate employees 

163. Provides leadership in the development of performance metrics measuring 

training effectiveness 

 

Employee and Labor Relations* 

164. Understands legal and regulatory principles related to labor and employment 

 
NOTE: Original competency statements from Delphi round one questionnaire one are italicized. Plain 

text competency statements were included in Delphi round two questionnaire two.  The asterisk (*) 

denotes new categories added for Delphi rounds two and three.  
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APPENDIX M ─ DELPHI ROUND TWO QUESTIONNAIRE TWO EMAIL 
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APPENDIX N ─ DELPHI ROUND TWO QUESTIONNAIRE TWO (SAMPLE) 
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APPENDIX O ─ DELPHI ROUND THREE QUESTIONNAIRE THREE EMAIL  
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APPENDIX P ─ DELPHI ROUND THREE QUESTIONNAIRE THREE (SAMPLE)  
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Table A6.  

Communication – Round Three Delphi Responses 

Competency 

Category 

 (#) 

Importance  Frequency   

Median Dispersion  Median Dispersion Consensus 

Level I Q3 Q1 IQR  F Q3 Q1 IQR 

Communication Skills 

#116 4 5 4 1  4 5 4 1 Moderate 

#117 5 5 4 1  4 5 4 1 Moderate 

#118 4 5 4 1  4 4.5 4 0.5 Moderate 

#119 5 5 4 1  5 5 4 1 Moderate 

#120 4 4.5 4 0.5  4 4 4 0 High+ 

#121 5 5 4 1  4 5 4 1 Moderate 

#122 4 5 4 1  4 4.5 4 0.5 Moderate 

#123 5 5 4 1  4 5 4 1 Moderate 

#124 4 4.5 4 0.5  3 4 3 1 High+ 

#125 4 5 4 1  4 4 3 1 Moderate 

Crisis Communications 

#126 5 5 4 1  4 5 3.5 1.5 Moderate 

#127 4 5 4 1  4 4 3 1 Moderate 

#128 4 4.5 4 0.5  4 4 3 1 High+ 

#129 5 5 4.5 0.5  4 4 3 1 High+ 

#130 4 5 4 1  4 4.5 3 1.5 Moderate 

#131 4 5 4 1  4 4.5 3 1.5 Moderate 
Note. Numbers (#) correspond with competency statements listed in Appendix L. I = median importance 

rating. F = median frequency rating.  Q3 = median score for the third (upper) quartile of data. Q1 = 

median score of the first (lower) quartile of data. IQR = difference between the median scores of Q3 and 

Q1. 

 

Table A7.  

Building Collaborative Relationships – Round Three Delphi Responses 

Competency 

Category 

(#) 

Importance  Frequency   

Median Dispersion  Median Dispersion Consensus 

Level I Q3 Q1 IQR  F Q3 Q1 IQR 

Relationship Building 

#132  5 5 4 1  5 5 4 1 Moderate 

#133 4 5 4 1  4 5 3.5 1.5 Moderate 

#134  4 4.5 4 0.5  4 4 3 1 High+ 

#135 4 4 4 1  4 4 3 1 Moderate 

#136 5 5 4 1  4 5 4 1 Moderate 

#137 5 5 4 1  4 5 4 1 Moderate 

#138 5 5 4 1  4 5 4 1 Moderate 
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#139 5 5 4 1  4 5 4 1 Moderate 

Teamwork 

#140 4 4 4 0  4 4 4 0 High+ 

#141 4 5 4 1  4 5 4 1 Moderate 

#142 4 4 4 0  4 4 4 0 High+ 

#143 4 4 4 0  4 4 4 0 High+ 

#144 4 4.5 4 0.5  4 4.5 4 0.5 High+ 

#145 4 4 3* 1  4 4 3 1 Moderate 

#146 4 5 4 1  4 5 4 1 Moderate 

#147 4 4 3.5* 0.5  4 4 3.5 0.5 High+ 

#148 4 4 4 0  4 4 4 0 High+ 
Note. Numbers (#) correspond with competency statements listed in Appendix L. I = median importance 

rating. F = median frequency rating.  Q3 = median score for the third (upper) quartile of data. Q1 = 

median score of the first (lower) quartile of data. IQR = difference between the median scores of Q3 and 

Q1. 
 

Table A8.  

Human Resource Management – Round Three Delphi Responses 

Competency 

Category (#) 

Importance  Frequency   

Median Dispersion  Median Dispersion Consensus 

Level I Q3 Q1 IQR  F Q3 Q1 IQR 

Staff Training and Development 

#149 4 4.5 4 0.5  4 4 4 0 High+ 

#150 4 4 4 0  4 4 4 0 High 

#151 4 5 4 1  4 4.5 4 0.5 Moderate 

#152 4 5 4* 1  4 4 3 1 Moderate+ 

#153 4 5 4 1  4 4 3 1 Moderate 

#154 4 4 4 0  4 4 3 1 High+ 

#155 4 4.5 4 0.5  4 4 3.5 0.5 High+ 

#156 5 5 4 1  4 4 3 1 Moderate 

Performance Management 

#157 4 5 4 1.5  4 4.5 3.5 1 Moderate 

#158 4 5 3.5* 1.5  3 4 3 1 Moderate 

#159 4 5 4 1  3 4 3 1 Moderate 

#160 4 5 3.5* 1.5  4 4 3 1 Moderate 

#161 4 5 4 1  4 5 4 1 Moderate 

#162 4 5 4 1  4 4 3 1 Moderate 

#163 4 5 3* 2  3 4 3 1 Low– 

Employee And Labor Relations 

#164 4 5 3.5* 1.5  3 4 3 1 Moderate 
Note. Numbers (#) correspond with competency statements listed in Appendix L. I = median importance 

rating. F = median frequency rating.  Q3 = median score for the third (upper) quartile of data. Q1 = 

median score of the first (lower) quartile of data. IQR = difference between the median scores of Q3 and 

Q1. 
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